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DETAILED ACTION 

Continued Examination Under 37 CFR LI 14 

1 . A request for continued examination under 37 CFR 1.114, including the fee set forth in 
37 CFR 1 .17(e), was filed in this application after final rejection. Since this application is 
ehgible for continued examination under 37 CFR 1.114, and the fee set forth in 37 CFR 1 .17(e) 
has been timely paid, the finality of the previous Office action has been withdrawn pursuant to 
37 CFR 1.1 14. Applicant's submission filed on June 20, 2005 has been entered. 

Response to Amendment and Arguments 

2. Applicant's amendment filed on June 20, 2005 has been entered and made of record. 

3. Applicant's arguments have been fully considered, but they are not deemed to be 
persuasive for at least the following reasons. 

Applicants argue (page 5) that their claimed invention (claim 9) differs from the prior art 
because, "Friedman fails to even contemplate the problem addressed by the present invention, 
namely that of authenticating a user who takes pictures ." The Examiner responds by pointing 
out that this portion of the preamble is not considered a limitation because, "a preamble is 
generally not accorded any patentable weight where it merely recites the purpose of a process or 
the intended use of a structure, and where the body of the claim does not depend on the preamble 
for completeness but, instead, the process steps or struaural Umitations are able to stand alone. 
See In re Hirao, 535 F.2d 67, 190 USPQ 15 (CCPA 1976) and Kropa v. Robie, 187 F.2d 150, 
152, 88 USPQ 478, 481 (CCPA 195 1)." See MPEP 706. The Examiner notes that even if the 
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argued feature was considered part of the limitation, the combination of Friedman and Caputo 
still appear to disclose it. For example, Friedman explains that the pictures are authenticated 
according to the security element (col. 5, lines 49-65). As noted in the previous office action 
(page 3), Friedman does not explicitly disclose that the security element is specific to a user. 
However, Caputo teaches a detachable security element that is specific to a user, and 
authenticates the user using the device (col. 9, line 61 -col. 10, line 31, and col. 1 1, lines 5 1-56). 
Therefore, it appears that the combination of Friedman and Caputo disclose the step of 
authenticating a user who takes pictures. 

Applicants fiirther argue (page 7) that, "the referenced portions of Caputo are inconsistent 
with the recitation of Claim 9. Claim 9 recites signing of at least part of the digital data (that 
makes up the picture themselves) — to give encrypted output digital data. The Examiner would 
like to point out that Friedman teaches this feature in column 5, lines 49-65. Furthermore, 
Caputo also explains that the digital data is signed in column 9, lines 45-66 and column 10, lines 
18-23, using the encryption algorithm described in column 1 1, lines 17-59, to give encrypted 
output digital data. 

Applicants further argue (page 7) that, "the proposed combination of Friedman and 
Caputo is improper, as no motivation exists for combining the references in a manner suggested 
absent impermissible hindsight gleaned from Applicant's own disclosure." In response to 
applicant's argument that there is no suggestion to combine the references, the examiner 
recognizes that obviousness can only be established by combining or modifying the teachings of 
the prior art to produce the claimed invention where there is some teaching, suggestion, or 
motivation to do so found either in the references themselves or in the knowledge generally 
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available to one of ordinary skill in the art. See In re Fine, 837 F.2d 1071, 5 USPQ2d 1596 (Fed. 
Cir, \9%%)md In re Jones, 958 F.2d 347,* 21 USPQ2d 1941 (Fed, Cir. 1992), In this case, Caputo 
clearly explains that his device enhances, "portability and compactness," and provides a highly 
secure processing environment (col. 3, lines 44-50 and col. 7, lines 62-64). Therefore, it would 
have been obvious to combine Friedman and Caputo. The suggestion/motivation for doing so 
would have been enhance the portability and security of the system. 

Applicants further argue (page 8) that, "Caputo merely teaches that any key may be used 
in accordance with a chosen algorithm, and that the choice of the encrypting/decrypting 
algorithm, and hence choice of key type, is unimportant to the Caputo invention," The Examiner 
disagrees. Caputo clearly explains that the key is specific to the security element and the user 
using the device, and furthermore, the user is authenticated according to the key (col. 1 1, lines 
51-56, col. 12, lines 63-66, and col. 13, lines 45-48). 

Applicants further argue (pages 9-10) that their claimed invention (claim 17) differs from 
the prior art because, "the combined teachings of Friedman and Caputo fail to teach or suggest 
any circuit associated with a secret key Kl specific to that security element and carrying out the 
signing of at least part of the digital data to give an encrypted output digital data comprising 
signed data identifying the user." The Examiner disagrees, Caputo discloses a circuit associated 
with a secret key Kl specific to that security element and carrying out the signing of at least part 
of the digital data to give an encrypted output digital data (column 9, lines 46-66, column 10, 
lines 18-23, and column 13, lines 45-48), where the output digital data comprises signed data 
identifying the user (col. 11, lines 51-56 and col. 12, lines 63-66), Therefore, the combination of 
Friedman and Caputo appear to be appUcable to claim 17. 
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Claim Rejections - 35 USC §102 
The following is a quotation of the appropriate paragraphs of 35 U.S. C. 102 that form the 
basis for the rejections under this section made m this Office action: 

A person shall be entitled to a patent unless - 

(e) the invention was described in (1) an application for patent, published under section 122(b), by another filed 
in the United States before the invention by the applicant for patent or (2) a patent granted on an application for 
patent by another filed in the United States before the invention by the applicant for patent, except that an 
international application filed under the treaty defined in section 351(a) shall have the effects for purposes of this 
subsection of an application filed in the United States only if the international application designated the United 
States and was published under Article 21(2) of such treaty in the English language. 

4, Claims 9, 11, 14, 15 are rejected under 35 U.S.C. 102(e) as being anticipated by Dunn et 
al, U.S. Patent No. 5,987,155 ("Dunn"). 

Referring to claim 9, Dunn discloses a device for authenticating a user who takes pictures 
made up of digital data (col. 7, lines 33-42) comprising a picture taking apparatus associated 
with detachable security elements (col 7, lines 3-11 and col. 8, hnes 63-67), each detachable 
security element being specific to a user (col. 8, lines 19-3 1), and each detachable security 
element comprising a circuit associated with a secret key Kl specific to that security element 
(col. 3, lines 22-37 and col. 7, lines 14-19), and carrying out the signing of at least part of the 
digital data to give an encrypted output digital data (col 7, lines 12-24), the security element 
being connected to the picture taking apparatus through an interface allowing a bi-directional 
transfer of data (col 7, lines 25-39). 

Referring to claim 11, Dunn further discloses that the detachable element is a chip card 
(col. 1, Unes3-ll), 

Referring to claim 14, Dunn ftirther discloses that the picture taking apparatus is a camera 
head (col. 8, lines 62-67). 
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Referring to claim 15, Dunn further discloses that the picture taking apparatus is a 
photographic apparatus (col 8, lines 62-67). 



Claim Rejections - 35 USC §103 
The following is a quotation of 35 U.S. C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set forth in 
section 102 of this title, if the differences between the subject matter sought to be patented and the prior art are 
such that the subject matter as a whole would have been obvious at the time the invention was made to a person 
having ordinary skill in the art to which said subject matter pertains. Patentability shall not be negatived by the 
manner in which the invention was made. 



5. Claims 9-17 are rejected under 35 U.S.C. 103(a) as being unpatentable over the 
combination of Friedman U.S. Patent No. 5,499,294 ("Friedman") and Caputo et al, U.S. Patent 
No. 5,778,071 ("Caputo"). 

Referring to claim 9, Friedman discloses a device for authenticating the taking of pictures 
made up of digital data comprising a picture taking apparatus (11) associated with a security 
element (12), the security element comprising a circuit associated with a secret key K specific to 
the security element and carrying out the signing of at least part of the digital data to give an 
encrypted output digital data (col. 5, lines 49-65). 

Friedman does not expUcitly disclose that the security element comprises detachable 
security elements, each detachable security element being specific to a user. However, this 
feature was exceedingly well known in the art. For example, Caputo discloses detachable 
security elements (smart cards) comprising a circuit associated with a secret key specific for that 
security element for signing digital data to give an encrypted output digital data; the detachable 
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security elements being specific to a user (col. 6, line 67-col. 7, line 20 and col 14, lines 23-57). 
Caputo also discloses a detachable security element interface (smart card receptacle) that allows 
bi-directional transfer of data (col. 10, lines 18-31). 

Friedman & Caputo are combinable because they are both concerned with authentication 
systems that utilize secret keys for encrypting digital data. At the time of the invention, it would 
have been obvious to a person of ordinary skill in the art to modify the security element of 
Friedman, so that it comprises the detachable security elements of Caputo. The 
suggestion/motivation for doing so would have been to enhance the security of the authentication 
system by taking advantage of the smart card's secure processing environment (Caputo, col. 3, 
lines 44-50). Therefore, it would have been obvious to combine Friedman with Caputo to obtain 
the invention as specified in claim 9. Note that the combination of Friedman and Caputo 
disclose a device for authenticating a user who takes pictures on the picture taking device, since 
the secret key is associated with the user (Caputo, col 14, lines 23-57). 

Referring to claim 10, Friedman further discloses that the security element incorporates a 
hashing circuit (12A) [col. 5, lines 56-65 and figure 3B], As noted above, Caputo discloses a 
detachable security element. Therefore, the combination of Friedman and Caputo disclose a 
detachable security element that incorporates a hashing circuit. 

Referring to claim 11, Caputo further discloses that the detachable element is a chip card 
(col. 6, line 67-col. 7, line 20). 

Referring to claim 12, Friedman further discloses that the picture taking apparatus 
comprises a multiplexing circuit (12C) and a circuit (12A) for hashing at least one first fi-action 
of the digital data in such a way as to generate a first hashed datum, the circuit associated with 
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the secret key Kl carrying out the processing of the first hashed datum in such a way as to 
generate a signature of the first hashed datum (col. 4, lines 33-37 and col. 5, lines 56-63. Note 
that the block of the image file is interpreted as a fu-st fi-action of the digital data), the signature 
and the digital data being transmitted to the multiplexing circuit so as to constitute a multiplexed 
signal (col. 8, lines 53-67). 

Referring to claim 13, see the rejection of at least claims 1 1 and 12 above. Friedman 
further discloses that the picture taking apparatus comprises a multiplexing circuit (12C), a 
security element (12) comprising a hashing circuit (12A) carrying out the hashing of at least a 
first fraction of the digital data originating from the picture taking apparatus in such a way as to 
generate a first hashed datum, and the first hashed datum is processed in the circuit associated 
with the secret key Kl in such a way as to generate a signature of the first hashed datum (col. 4, 
lines 33-37 and col. 5, lines 56-63. Note that the block of the image file is interpreted as a first 
fraction of the digital data), the signature emanating from the security element and the digital 
data being transmitted to the multiplexing circuit in such a way as to constitute a multiplexed 
signal (col. 8, lines 53-67). 

Friedman fails to explicitly disclose that the security element is a chip card. However, 
Caputo discloses a detachable security element that is a chip card, as noted above (claim 1 1). 
Therefore, the combination of Friedman and Caputo disclose a detachable element that is a chip 
card. 

Referring to claim 14, Friedman fiirther discloses that the picture taking apparatus (1 1) is 
a camera head (col. 5, lines 52-54 and figure 3 A). 
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Referring to claim 15, Friedman further discloses that the picture taking apparatus (1 1) is 
a photographic apparatus (col. 5, lines 52-54 and figure 3A). 

Referring to claim 16, see the rejection of at least claim 1 above. Friedman further 
discloses a device (20) for authenticating digital data coming from the device for authenticating 
the taking of pictures, the device for authenticating the digital data comprising a circuit (22) with 
public key K2 for calculating a new datum on the basis of the signature, a circuit (21) for hashing 
at least one second fi-action of the digital data in such a way as to generate a second hashed 
datum, a comparison circuit (23) for comparing the new datum with the second hashed datum in 
such a way as to constitute a signal making it possible to verify the authenticity of the digital data 
(col. 6, lines 3 1-52 and figure 3C). 

Friedman fails to explicitly disclose a demultiplexer for separating the digital data and the 
signature. However, Friedman discloses a multiplexing circuit for multiplexing the digital data 
and the signature at the device for authenticating the taking of pictures (col. 8, lines 53-67). Note 
that the digital data entering the device (20) will be a multiplexed signal. Friedman also explains 
that the digital data and the signature are separated prior to being processed by the device (20) 
[figure 3C, Note that the digital data and the signature are processed separately]. Therefore, the 
Examiner notes that a demultiplexer is an inherent feature in the device (20) of Friedman, since a 
multiplexed signal can only be separated if has been demultiplexed by a demultiplexer. 

Referring to claim 17, Friedman discloses a device for authenticating the taking of 
pictures made up of digital data comprising a picture taking apparatus (11) associated with a 
security element (12), the security element comprising a circuit associated with a secret key K 
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specific to the security element and carrying out the signing of at least part of the digital data to 
give an encrypted output digital data (col. 5, lines 49-65). 

Friedman does not explicitly disclose that the security element comprises detachable 
security elements, each detachable security element being specific to a user, and the signed data 
identifies the user. However, these features were exceedingly well known in the art. For 
example, Caputo discloses detachable security elements (smart cards) comprising a circuit 
associated with a secret key specific for that security element for signing digital data to give an 
encrypted output digital data comprising signed data identifying the user (col. 1 1, lines 51-56 and 
col. 12, lines 63-66); the detachable security elements being specific to a user (col. 6, line 67-col. 
7, line 20 and col 14, lines 23-57). Caputo also discloses a detachable security element interface 
(smart card receptacle) that allows bi-directional transfer of data (col. 10, lines 18-31). 

Friedman & Caputo are combinable because they are both concerned with authentication 
systems that utilize secret keys for encrypting digital data. At the time of the invention, it would 
have been obvious to a person of ordinary skill in the art to modify the security element of 
Friedman, so that it comprises the detachable security elements of Caputo. The 
suggestion/motivation for doing so would have been to enhance the security of the authentication 
system by taking advantage of the smart card's secure processing environment (Caputo, col. 3, 
lines 44-50). Therefore, it would have been obvious to combine Friedman with Caputo to obtain 
the invention as specified in claim 17, Note that the combination of Friedman and Caputo 
disclose a device for authenticating a user who takes pictures on the picture taking device, since 
the secret key is associated with the user (Caputo, col. 14, lines 23-57). 
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Conclusion 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Charles Kim whose telephone number is 571-272-7421. The 
examiner can normally be reached on Mon thru Thurs 8:30am to 6pm and alternating Fri 9:30am 
to 6pm. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Jingge Wu can be reached on 571-272-7429. The fax phone number for the 
organization where this application or proceeding is assigned is 571-272-8300. 

Information regarding the status of an application may be obtained from the Patent 
Application Information Retrieval (PAIR) system. Status information for published applications 
may be obtained from either Private PAIR or Public PAIR. Status information for unpublished 
applications is available through Private PAIR only. For more information about the PAIR 
system, see http://pair-direct,uspto.gov. Should you have questions on access to the Private PAIR 
system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll-free). 
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